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Any opinion expressed or position taken during the present talk is to be
intended as a personal opinion or position of the speaker and by no means
attributed to CNR, ISODARCO, or USPID.
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Secure Flight

A US Transportation Security Agency (TSA) programme

for pre-screening the passengers of domestic US flights

by means of matching

information from Passenger Name Records (PNR)

against

information stored in government watch lists

searching for terrorists

Timeline

2004:

the programme starts;

April 2005:

experimental operation should have started, later planned
for August 2005;

July 2005:

TSA considers that experimental operation could start
during fall 2005 or beginning 2006;

Feb. 9, 2006:

The program is suspended

(definitely)

.
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Passenger Name Record

Data which air companies collect from their clients when they book a
flight or buy a ticket, e.g.

identification data (e.g. name, last name, date of birth, phone nr.);

reservation data (e.g. res. nr., date);

travel agent;

all the information written on the ticket;

financial data (e.g. credit card nr., validity, address);

itinerary and flight details;

seat nr., diet and health relevant information;

previous PNRs, frequent flier programmes for the passenger.
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PNR-based inference

Information on

religion;

ethnic origin;

chronic health problems;

friends, colleagues, other passengers;

can be inferred from the PNR.

With which level of reliability?
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Secure Flight origins

1 Computer Aided Passenger Pre-Screening (CAPPS I)

launched in 1996; operational

2 CAPPS II

launched in march 2003 - closed in august 2004
(when Secure Flight was launched)
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Secure Flight key features

SF matches US domestic flight PNR information against that stored
in the Terrorist Screening Center (TSC) lists

(“no-fly” or “selectee”)

identifying individuals involved in terrorist activities or suspected.

CAPPS “rules” used for identifying suspect indications from PNR
itinerary information

(CAPPS rules are secret).

Experimental use of commercial databases for PNR data accuracy
assessment

(passenger authentication).

Pre-screening is complete responsibility of TSA and not of air
companies

“for minimising the number of false alarms” typical of old systems
[DHS/TSA 04a,04b]
for using extended lists unavailable to companies [GAO 05a]
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Secure Flight risks

GAO 05b (march 28, 2005):

Requirements definition and test plan

Requirements document

not completed yet

Detailed test plan

not defined yet

TSA-companies connectivity
connections development plan

not developed yet

concerns on connections and their capabilities among companies, TSA
and CBP officers

Impact on citizens and their rights

privacy impact assessment for operative SF

not defined yet

privacy recovery plans for operative SF

not defined yet

kind of PNR data to be used for operative SF

not defined yet

data access/correction mechanisms for operative SF

not defined yet

Performance goals and measures

not defined yet

EPIC 05a:

Crucial principles and regulations of the ’74 Privacy Act do not apply
to SF
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Why should I worry about it?

Reliability

of
data;

e.g. in 2004 “TSA ha[d] no indication of the level of accuracy of
information contained in government [CAPPSII] databases”
[GAO 04a, p15]

commercial data companies;

e.g In Feb. 2005 ChoicePoint announces
that it sold personal data of at least 145.000 US citizens to an identity
theft gang [EPIC 05b]

government agencies;

e.g.“one concern is the lack of a privacy policy
agreed to by all participants involved in watch list consolidation”
[DHS/OIG 04a, p27]; data transfers involved “more than 12 million
records [...] of passengers. [...] TSA did not ensure that privacy
protections were in place for all of the passenger data transfers”
[DHS/OIG 05a, p5,p7]

Several VIP were denied access to aircrafts due to errors in watch lists;

e.g. Sen. E . Kennedy, due to name-match with T . Kennedy;

In USA, 27.3 million ID theft victims during 1998-2003, doubling
every year [FTC 03]
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agreed to by all participants involved in watch list consolidation”
[DHS/OIG 04a, p27]; data transfers involved “more than 12 million
records [...] of passengers. [...] TSA did not ensure that privacy
protections were in place for all of the passenger data transfers”
[DHS/OIG 05a, p5,p7]

Several VIP were denied access to aircrafts due to errors in watch lists;
e.g. Sen. E. Kennedy, due to name-match with T. Kennedy;

In USA, 27.3 million ID theft victims during 1998-2003, doubling
every year [FTC 03]
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Violations, negligence, and epilogue

TSA violated the 1974 Privacy Act in relation to SF
[GAO 05d - Jul. 22, SFWG 05a - Sep 19, DHS/TSA 05a - Jun. 22,
EFF 05a - Aug. 22, 2005]

concerning the experimental use of commercial databases

and

against 100 million PNR records

Sept. 2005: the plans for use of commercial databases are cancelled
by TSA

(just a few days before the SFWG report is published)

Feb. 2006: Secure Flight is suspended

officially for making “the Secure Flight IT systems go through [a]
comprehensive re-certification process. [...] compatible with GAO’s
suggestion that [TSA] re-baseline[s] the program and insure that [TSA]
use[s] technology development best-practices in management, security
and operations.”
[DHS/TSA 06a - Feb. 9, 2006]
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Violations, negligence, and epilogue

[GAO 06a - Feb. 9, 2006]

AVIATION SECURITY. Significant Management Challenges May
Adversely Affect Implementation of the Transportation Security
Administration’s Secure Flight Program
GAO-06-374T
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Violations, negligence, and epilogue

1 TSA has not followed a disciplined approach in developing SF;

2 Rapid development motivated by programme short deadlines;

3 Design phase complete before the requirements for design had been
detailed;

4 SF requirement documents contained contradictory and missing
information;

5 Information security management programme efforts incomplete;

6 SF documents do not address how passengers’ privacy protections are
to be met; consequently it is impossible to assess privacy impact;

7 Vulnerability against false identities not addressed;

8 In the 11 months after the previous GAO report TSA made some
effort for following GAO recommendations; however “TSA has not
completed any of the actions it had scheduled to accomplish.

Taken as a whole this lack of progress indicates that the program has not
been effectively managed and is at risk of failure.
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Epilogue?

Or reincarnation!

1996 - ???? CAPPS I

2003 - 2004 CAPPS II

2004 - 2006 Secure Flight

2004 - ???? Registered Travel

2007 - ???? Automated Targeting System (extension)

reminiscent of the DARPA
Terrorist Information Awareness
programme [2002 - 2003]

2002 - ???? US-EU agreement(s) on PNR transfer

(and related controversies)
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Concluding Remarks

Impossible to keep pace ...

9/11 changed the world ...

Should we give up any of our civil liberties in return of more and
better security?

First, serious threat and risk assessment should take place
Then, serious security priorities should be set
Then, reliable security instruments (including technical means) and
credible security policies should be developed and deployed

(possibly
through informed democratic process)

If the quality of security instruments and policies is as low as that
which DHS is showing in the screening programs ...

no way I’ll consent to give up my rights!
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