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Any opinion expressed or position taken during the present talk is to be
intended as a personal opinion or position of the speaker and by no means
attributed to CNR, ISODARCO, or USPID.
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@ itinerary and flight details;
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Information on
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e ethnic origin;
e chronic health problems;

e friends, colleagues, other passengers;
can be inferred from the PNR.

With which level of reliability?
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e commercial data companies; e.g In Feb. 2005 ChoicePoint announces
that it sold personal data of at least 145.000 US citizens to an identity
theft gang [EPIC 05b]

e government agencies; e.g. "one concern is the lack of a privacy policy
agreed to by all participants involved in watch list consolidation”
[DHS/OIG 04a, p27]; data transfers involved “more than 12 million
records [...] of passengers. [...] TSA did not ensure that privacy
protections were in place for all of the passenger data transfers”
[DHS/OIG 05a, p5,p7]

@ Several VIP were denied access to aircrafts due to errors in watch lists;
e.g. Sen. E. Kennedy, due to name-match with T . Kennedy;

@ In USA, 27.3 million ID theft victims during 1998-2003, doubling
every year [FTC 03]
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@ TSA violated the 1974 Privacy Act in relation to SF
[GAO 05d - Jul. 22, SFWG 05a - Sep 19, DHS/TSA 05a - Jun. 22,
EFF 05a - Aug. 22, 2005]

e concerning the experimental use of commercial databases and
e against 100 million PNR records

@ Sept. 2005: the plans for use of commercial databases are cancelled
by TSA (just a few days before the SFWG report is published)
@ Feb. 2006: Secure Flight is suspended

officially for making “the Secure Flight IT systems go through [a]
comprehensive re-certification process. [...] compatible with GAO's
suggestion that [TSA] re-baseline[s] the program and insure that [TSA]
use[s] technology development best-practices in management, security
and operations.”

[DHS/TSA 06a - Feb. 9, 2006]
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[GAO 06a - Feb. 9, 2006]

AVIATION SECURITY. Significant Management Challenges May
Adversely Affect Implementation of the Transportation Security

Administration’s Secure Flight Program
GAO-06-374T
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Epilogue? Or reincarnation!

1996 - 7?77 CAPPS |

2003 - 2004 CAPPS I

2004 - 2006 Secure Flight

2004 - 7777 Registered Travel

2007 - 77?7 Automated Targeting System (extension)

@ reminiscent of the DARPA
Terrorist Information Awareness
programme [2002 - 2003]

2002 - 77?7 US-EU agreement(s) on PNR transfer
(and related controversies)
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@ Should we give up any of our civil liberties in return of more and
better security?
o First, serious threat and risk assessment should take place
e Then, serious security priorities should be set
o Then, reliable security instruments (including technical means) and
credible security policies should be developed and deployed

If the quality of security instruments and policies is as low as that
which DHS is showing in the screening programs ...

no way I'll consent to give up my rights! )
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