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Nations
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Filtering

Since 2002
* National filtering Intelligence Bank

* Filtering and refiltering Facebook

201 I World’s Worst Internet Oppressor

http://www.07011979.org/post/6446489 | /4/iran-a-compendium-of-the-cyber-threats-we-will-have



http://www.07011979.org/post/6446489174/iran-a-compendium-of-the-cyber-threats-we-will-have
http://www.07011979.org/post/6446489174/iran-a-compendium-of-the-cyber-threats-we-will-have

Blocking

BN Foyptian Internet
I Traffic Returns

After a week long Internet outage starting on January 27, Egyptian

Internet traffic returned to near normal levels today (February 2) at

5:00am EST. All major Egyptian Internet web sites now appear
reachable again.

http://ddos.arbornetworks.com/201 |/01/egypt-loses-the-internet/

http://ddos.arbornetworks.com/201 1/02/egypt-returns-to-the-internet/
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The Egypt case

“Critical European-Asian fiber-optic routes through Egypt
appear to be unaffected for now. But every Egyptian
provider, every business, bank, Internet cafe,
website, school, embassy, and government office
that relied on the big four Egyptian ISPs for their Internet
connectivity is now cut off from the rest of the
world. Link Egypt,Vodafone/Raya, Telecom Egypt,
Etisalat Misr, and all their customers and partners are,
for the moment, off the air.”

James Cowie - Renesys - January 27,2011 7:56 PM

http://www.renesys.com/blog/201 |/01/egypt-leaves-the-internet.shtml
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Hacking in the name of God:
Iranian cyber army

Commander Javani, head of the Revolutionary Guards political
bureau, claimed that the ICA aims to “prevent the destruction of
Iran’s cultural and social system”

* |ranian opposition websites of the “Green Movement”

» Farsi1 Satellite Radio, accused by Iranian officials of being
western plot to turn Iran against its regime

* Other news and media sites that are critical of the regime

* Major high-traffic sites such as Twitter and the Chinese search
engine Baidu

http://www.07011979.org/post/6446489 | /4/iran-a-compendium-of-the-cyber-threats-we-will-have
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“In the name of God, as an lranian this is a reaction to Twitter’s interference sly which
was U.S. authorities ordered in the internal affairs of my country...”.




National internets

Iran and the idea of an "Halal” national internet

In an interview with IRNA in March 2011, Ali Agha

Mohammadi (Ahmadinejad Administration’s head of economic

affairs) :

o remove all immoral websites

o facilitation of electronic government, commerce and banking
transactions (!1?!)

o "Clean Internet”

“The final solution to problems of [cyberdefense and the]

formation of Jihad, is to achieve economic self-sufficiency in

the production of basic software such as operating systems

and sof

fware,” Gholam Reza Jalali, the commander of the

Iranian civil defence organisation.



Infrastructures
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Infographic by Shan hai Web Designers ) .go-globe.com/web-design-shanghai.
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Incidents

Woman who cut internet to Georgia and Armenia 'had —

EU
'
never heard of web ]
A 75-year-old woman arrested for single-handedly cutting off the internet in Georgia :
and Armenia has tearfully insisted she is innocent and had never heard of the internet. ]
Share: [ = {
]
Tweet ]
ﬁ Share 40 —
FC
(31 < 0 &
FC
Georgia
News » World News »
Europe » Armenia »
Internet » —
NE
IN GEORGIA
and Armenia on March 28 FPhoto: AFP
7:00AM BST 11 Apr 2011 P
In a case that has attracted worldwide interest, pensioner Hayastan st i 1 |
Shakarian is accused of forcing thousands of people in both countries Ehc Ja@‘r}sb?l?l?d
offline for hours after hacking into a fibre-optic cable while digging for g " <

b _

http://www.guardian.co.uk/world/201 | /apr/06é/georgian-woman-cuts-web-access
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BGP - border gateway protocol - the glue of the Internet

..If we had to
whiteboard it

graphic courtesy jungar.net
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YouTube Hijacking: Pakistan Telecom (AS17557)
started an unauthorized announcement of the prefix 208.65.153.0/24

https://www.ripe.net/internet-coordination/news/industry-developments/youtube-hijacking-a-ripe-ncc-ris-case-study
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Blocking

BN Foyptian Internet
I Traffic Returns

After a week long Internet outage starting on January 27, Egyptian

Internet traffic returned to near normal levels today (February 2) at

5:00am EST. All major Egyptian Internet web sites now appear
reachable again.
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The Egypt case

“simultaneous withdrawal of all routes to Egyptian
networks in the Internet's global routing table.
Approximately 3,500 individual BGP routes
were withdrawn, leaving no valid paths by
which the rest of the world could continue to exchange
Internet traffic with Egypt's service providers.Virtually all
of Egypt's Internet addresses are now unreachable,
worldwide.”

http://www.renesys.com/blog/201 |/01/egypt-leaves-the-internet.shtml
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DNS - Domain Name system - the phone book of the Internet
rOOt SEervers
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Operation Ghostclick

Started in 2007, LEA were able to undisclose the
operation the 9th of November 201 |

DNSChanger is a trojan that changes DNS settings
in home PC/MAC/home routers

4 million computers in over 100 countries

500,000 pc in US

$ 14 million in illicit fees

http://www.fbi.gov/news/stories/201 | /november/malware_ 11091 |/malware_11091 |
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Individuals



You.
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Thank you
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